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KRR E], WA H T start_time, W
‘ ) ) AJEVEAE B T A 4G i R) . a0 R 44 AR R
7|k TE] stop_time timestamp - ‘ X e
W AE , W) 22 1k B JE) SRy oA HD L R B R sk R
& X
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FBEE RN E N JSON

M X A
(F3et
FEREBRIR

WEAE, i e BN &R Al RLE .

T AN FEREIREIR
F5 TR A ik
1 boolean IR BIEIE N true B false, 3 W 38 HBUK
2 binary TR R — R
; N RPNk € P YA VS N N VA R VIDE: - X 'l ae ) k1 i s WO 3 i = E DAY
< ex
B 7530 AL R S RS T 0~ 9 DA BUNG T8
\ , BB R IR — DA SR, TR W5+, 1708 B2 1 0 A S ok
integer
¢ R
; flont TP MR R RS BE R, 1E 77 A 508 &5, 500 8 800 A D b i - S
oa
EFiN
6 string TR AR R IR Unicode g i 757 45 o B9 807 A7 4L B9 A PR K B 45 5
; _ If(a] 3 28 A T H O AR R FE AR SO b R R O 20 YYYY-MM-
timestamp
! DDTHH: mm:ss.s+1Z #38# ok, L1320 A B UTC it il
8 enum M 2% 2 0 2 — 21 DU 4 5 8 20 3R 7R A4 B 24 it 1) 9 370 2% (UL 5% D)
FMBRUNAETF — AL/ EXT, SR A FH P —, S ASCIL 4% X, BUE I F5F az
N UNE ASCID \A-Z(K'E ASCID BT 0-9 EFAF O R TR (O, #m K R
t
etonary 250 4~ ASCIL F4% . IF H i /NG
8 N S A R - B 2k
TRBEIEHN DL — R RR /AT TR — 2N BEE . BAZER RN RN R
FE A T B — N 9T HLN AR DR T AR BRIV B A AR R R T
10 hashes FIEEE RS e e b N ME —, W o ASCIT #5448 =, N FE A az(UNE ASCID . A-Z
(KRE ASCID U7 0- 9. EFH OMFRIL ()., FHBHRKRENE LN 34
ASCI F4F , K EAR#IT 250 4~ ASCIL F4%
0 Lict PRI E T —RSE, AR M ES TP OB R FRAETHF ., “list of
1S
type <<type>"F T F/m F v 1) Bt A (E A0 AT & 36 8 2B R (i 42 5 %
b B By BE A A T Mo B o S BH B AR T AT RE SR BUA 45 S B BE. B A4S kill_chain
12 cyber_kill-chain-phase |_name I phase_name W 5 Bt, ¥4 string TF4F 2 AL, 35 g Wb 38 2 B, B N 42 3B /)N

5 I I8 3 A AR O B i 23 B A
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Tl

external-reference

SPERT IS AL T4l 38 16 ) AL A PR E B f8 5. 45 .

source_name (WAIH) , FEBIESH N string. & LA 5 FH IR 24 R (R G EM# .41
g5

description (AIH%) . F B ANy string IR fF K

url (A 3%) , B2 RN string, 48 [ SMEB 9T IR A9 URL 51 5

hashes (7] %) , F Bt 2K}y hashes, A url B 248 & 4% 7 L

external_id (W] #8) 7Bt Ny string, /MR 51 FH N & AR IRAF

14

identifier

FRIRAT B — AR R AL PF (B L) o M08 AR 2R -UUTD” , H v 4 1 288 2
FRIR BRG] L1 (9 2 20 P 9 8 (A 2R R 4 FR AR /NS AT ED
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B.1 #fi&

Mt R B
(FE
BRXESHOHER

R TH TR — Bl L R VR0 4 R 0 4% i i PR 9 3l 8 8 T AR A T AR ) TRl e E 3l o L
LS ST 3 W i W 1 VB i W 3 O R Sl L = WS WD O SN U R B
B A RBNXE S RIBIEATIZ R 15 H R T A E 2521

B2 #WXIEFARIE

BT T AR TR L3R B,

* B.1 HEENXBESHEAMARIE
P E X N
s E X A 2 A5 B I AT 2 | 8] 49 L SR 4% R 2 4 A7 45 [N/ A
T s I ] OUR I 21 9 A G 2R 4 B IR 2% 1 B8 4914, SC
PURIIE~ €1 PG R IE AT 0 R AE B BUTE P A TP 22 ) 4% i 1 1 45 [N/ A
TS
N Pl R 3R 3R AR W 38 38 X FE AL R . BT H — A
R E 375N o user-account:value = "Peter
A B AR — A H L 3R IE A I e I B R T A
o IWEGB B IR BN T ArgES —1 .
B S A% . ) ) o MATCHES
TR — A T B BT LR
Xt 5 A% 2H 1 B A S T O T 5 A % B A T 1 R A ipv6-addr: value
[ipv4-addr: value = "203.0.113.1"
WL 2% 3K 2 | — A~ 5 2 A A R 38 B AT 7% 4 19 L 38335 | OR ipvd-addr: value = '203.0.113.27]
KA I AT HFESHFHRE, G
— MR 2k 2 AT Rl PG S A a0z B AT 4 A9 I 3% | ([ipvd-addr: value = "198.51.100.5"]
. ‘ AW W FEE R WA — D RE A RER . 2 —|FOLLOWEDBY [ipvd-addr:value =
XL % 3% = ;. N
ARG R, EWREFFEM T A 5 W8 545 1% $|198.51.100.10 )
Y 000 2 3 X, D) 7 e ) IR % 5 %o 2 2 00 3 ik 2 AT 43| B
HBEMFETHRESZE (Lipv4-addr:value = '198.51.100.5"]
AND [ipv4-addr: value = "198.51.
100.107]) WITHIN 300 SECONDS
- A R 38 B4 FH T 76 WL D0 2% 3% =X % b 4% 3 3k U aE 47 4 /K | user-account: value = * Peter© OR
A 7K 38 B4 .
iz 5 user-account; value = ‘Mary
o . . . ‘ [file: name = “foo.dll’] START t
B A 2 0 5 T L 2 3 5 I B oo
PR € 45 2016-06-01T00: 00: 00Z* STOP t-

AR 4 T BRI A1

2016-07-01T00:00:00Z
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*®B.1 HEHEABEBFHEAHARE (LD

Z R 7E L Nl
[ipv4-addr: value = "198.51.100.5"]
pURIIPrN =Wt LI 328 B3 45 K5 T A S TR % 0 0 3¢ 8 =X R AT 00 52 B AND [ipv4-addr: value = "198.51.
100.107]
B F ik 883X 3k 2R R U S 1Y) e 42 45 [file:size = 25536

B3 W#HTEHENFRER
eIk S BEAT I8 T SR T BOR BN AT 53R B2 LE
R B2 UHTEHEMNFREE

g A T HE B
1 boolean boolean
binary
2 binary hex
string
binary
3 hex hex
string
integer
4 integer
float
integer
5 float
float
string
6 string binary
hex
7 timestamp timestamp
B.4 FRiERX

%ﬁﬁ@%%ﬁ%fowﬁﬁjhﬁAﬁuiU&ET%LTO
a) IR RN M L as S A X A A 04 B Ja PR T (RN R o AT LR
w1
R 1Pv4 Mtk 47V BE Y 3R 15 2 : [ipvd-addr: value = 198.51.100.1/32]
b) WL By — A At A KB A I O 7 555 BRE 19 M AR A N . WL R A
3 32 2 B P — 4L ) 5% T SO0 5 40 e 5 AR AR DR D . ORI e 3k kR A B — A AR R A A .
T~ 2.
FH— A~ WL 2 34 2ok DEAE £ 4> 1Pv4 Mgtk 01— TPv6 Ml .
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)

d)

[ipv4-addr:value = "198.51.100.1/32" OR ipv4-addr: value = '203.0.113.33/32" OR ipv6-addr: value = 2001
0db8:dead: beef:dead: beef:dead:0001/128]

WL 3 3k 25 T AT RE A — > B2 A BRE AF 31X 6 R E A5 R0 DR C H ) B A A i R SR A
w3

o FH B 49 ke 8 B N 2 22 OO TP Mtk

[ipv4-addr:value = 198.51.100.1/32° OR ipv4-addr: value = '203.0.113.33/32" OR ipv6-addr: value = 2001
0db8:dead:beef:dead: beef:dead:0001/128 ] REPEATS 5 TIMES

G ik T W B AT LG A A SRk S AR JRRE TR 224> Al LI S Hfs 4H 1 22 1) D
AL,

w4

ol FH UL DN 32 B34 4 2 e S 4 9 L DU i S PR AE TP bk £ RN 2 S ) B A AS [ A BR i A% SR 75 BH N AE R
R IE] 7 1 P9 UL TP sk R 47

([ipv4-addr:value = 198.51.100.1/32 OR ipv4-addr:value = 203.0.113.33/32° OR ipv6-addr:value = 2001
0db8: dead: beef: dead: beef: dead: 0001/128"] FOLLOWEDBY [ domain-name: value = “example. com’])
WITHIN 600 SECONDS

FEA R A A B R IR AR /SO I 2 3k 2 20 1 B% 42 16 ¥ (140 ipv4-addr: value) FF Y 4H & .
P B A 2 LT LE -

D AR BT LE RN N true IF false;

2) BRI GDE N Unicode F4F H 5

3)  TEIBBATHIJE A 25 6 A S RS AT AT A A ] A

4 B AT R A AR A A

5) A BB B R IR KGR N false,

B.5 HEFRIER

B5.1 ERATEEX

PR R A ORI 5 e S A 1 30K 5, vl 20 1 B A A0 Fh B o SR AR 2 2 1) 7 B T 4 i, A ZE 5
fittris g,

A JRIBBEATRE A ORI U e — k. E3R B.3 a8 b AR HE R IK A, B AR H A
w2 R IR U B 2 G Rk o, i 28 B R IR U AT R s BATIE 4 OF R 6 Sl R . TRk
B ATHROE ANAT & 3% B.3 BALE .

® B3 BERFRZEAXAERITEREKX

fi /KRB 5 fifi i BT

a AND b

a fil b #RE W RBA R H WA RE A R EAA L, HF LD
oA 2 1 s A 2R 8 S AT 3 4 R TSR S ok . a Al b 7E A B
I B LI B 148 H true B, 40 W 445 2R Sy DG BE R 2

a OR b

a fll b #RR KRB A S WAL R KAWL, AL
oA ik X F AR JR B S A 4 JF R S R . a B b 7E A e B AT
T B 00T B 1488 true B 40 W 445 SR Sy DG T B 3

B5.2 LLRIEEMH

B4 G T AR FRA AP A B AT P a R PFIAR b BT B, R T H R
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A R T BEE R BTG A5 30R false, MR =@ 845 WERA true, W] LA 7 BE 2k

RINAF & 3R B.2 FHLE .

R B4 ERAMLLBRESHER

75 L 538 AT i i 7~
a Fl b AR a RAMEER. D RS afsEMAFEE |
1 a=b file:name = foo.dll
HA A R 7 B 2 R A
a fl b AHAE, H a BRAMHKE. b RS a8 EMAHFE | )
2 al =b file:size | = 4112
T H A A R F B 2 AR A
o PR L ASCIL G Kk T b Foft o RAFBER. b |
3 a>b file:size > 256
25 a 15 MY A JE B A A A B B (E
o O E o ASCIL TS (0 F by 30tk o RAUFBER b |
4 a<b file:size << 1024
=5 a 35 E A e M E A A ) B2 Y (B
o FEHCMH 13 ASCIT SR N T 5% T b Jorh o SRAPERE |
5 a<l=b file:size <<= 25145
%,bJE a 5 WAL E 1 B A M R S B R Y
a fEBE B ASCTT it {H R T8 %8 T b, Horbra AN |
6 a>=>b file:size >= 33312
%.b S a 155 M 408 M HL A A IR 7 B 2 Y (5
a A BERN <.y ESTHBFENHEZ—. £45
; .y ) R A TR T B A A W, HR a X R A B Y | process:name IN Cprocey’s
a Xyt
Y HRFBIEA, MR a HESPRMEZ—, R BN | proximus’s ‘badproc)
true, QI a NETEES P IATATE, W H 450K false
a eI, B S b rpds e B Ie e, o “ %% 0 |
| directory: path LIKE "C:\\
8 a LIKE b MR ENFRF TRREBLE -ANFERF. F/RH b AR .
. . Windows\\ % \\foo
{8 Z Hi  #£47 Unicode 4w i
a YA, HS b E R, K b B2/ 4
) PCRE(Perl Compatible Regular Expressions) IF | ik 2 | directory: path MATCHES *
9 | a MATCHES b A A e _
WFrFd . R AR A B, ) a ZE L Z AT | C:\\\\Windows\\w+ $~
6147 Unicode % i
Ma S bUEN TR RN true, a U HFBKE,H
2H 8 PEAE M ipv4-addr BY ipv6-addr. b & AH N 40448 P 2E | ipvd4-addr:value ISSUBSET
10 a ISSUBSET b .
AMABFARRR., T a fl b AR MK EA | 198.51.100.0/24
1P Hihb o AH R B TP F R AR 0 T 5 31345 50 true
M a 2T bIRENESI I FE RN true, a 23]
Fi ipvd-addr 5% ipv6-addr ZHA RO H 45, b =AM 44 | ipvd-addr: value ISSUPER-
11 a ISSUPERSET b o
KA RFAFBRFRRIEA . 7Ea M b ISR IR | SET 198.51.100.0/24
A TP MhE AR A A TP F BB T AR R true
a R G AR, RRERM L LR PIEEH G —EM., | EXISTS windows-registry-
12 EXISTS a

WNAEAE W25 50 true

key:values
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B.5.3 FHEBELLK

XF T AT ARG R L g Oy R AT LA R — AT L — A AT R B AR AR
DU AR U A9 7 A H R T B 0 AT S

B.5.4 B LR

RIS R AR DR AR N JE A5 L 35 AT . R — N E S —ME K, BAE
oAt 77 T AR S5 0 B (AL R T B A (L

B.5.5 A M MEEA MK EEELLR

S LT R 4R A 1 e e A A Dl R B S R A A A A BRI B e Sk A T A
Ao TR — A R A — AN T R R R AT LA, ) NORE A AR e o TR UEAT LR IO BE i
o, — LRSS N false; AR LB BEAF ) =" MR 2R N true.

B.6 MMlFER
B.6.1 UMREXEFRTER

WL 2R 3k 3 bl i A R Is AT E N — DR A R KRB AN, TS AT
“PTAE R B R B Xy AR KA, R R AN A TS A2 A
AW 2 1k SRR A A5 . WL 2R ik X 22 [] py UL I 3 B304 34 422

BN 2 38 X HUAT 5 A w U B s #EAT DL RCE B . 2 UL 2 38 X RT 5 A UL R s AT
JCiLiz 5

ol G s AT RTOULI £ 4 55 WL e sk O D E A X A TP b ik [ J — A L0 8 X 4 (BN A
FE— A~ B ) 0 2% 3L o 2478 () BF 5 ) RS A TP bkl o PR O AS T 2 L 2 5k X v 1 45 2k

WL 2 38 s Bl a0 .

[ network-traffic;src_ref.value = '203.0.113.10° AND network-traffic: dst_ref.value = "198.51.
100.58 ]

EIPURIIE €737 R (1

{

"type": "observed-data",
"id": "observed-data--0960319a-3cab-4258-a143-4dbb25525bb1",

"created": "2019-10-20T00:20:01.000000Z" ,

"modified"; "2019-10-20T00:51:01.000000Z",

"first_observed": "2019-10-20T00:12:01.000000Z",
"last_observed": "2019-10-20T00:30:02.000000Z2" ,

"number observed": 1,

"objects"; {
"O” . {
"type": "network-traffic",
n sre re[” n 1 n
SrC_ : ’
"protocols": "tcp"

),
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”1”: {
"type": "ipv4-addr",
"value"; "203.0.113.10"

}s
o,
"type": "network-traffic",
"dst_ref": "3"
Vs
"3y
"type": "ipv4-addr",
"value": "198.51.100.58"
}
}
}
L SR G T AT O I K 5 0 2R 3k =X, TE A T O AR R 8 G R
{

"type": "observed-data",

"id": "observed-data—0960319a-3cab-4258-a143-4dbb25525bb1",
"created": "2019-10-20T00:20:01.000000Z",
"modified": "2019-10-20T00:51:01.000000Z",

"first_observed": "2019-10-20T00:12:01.000000Z",

"last_observed": "2019-10-20T00:30:02.000000Z",

"number_observed": 1,

"objects": {

"0":
"type": "network-traffic",

" SrCirefH . n 1 " ,

"dst_ref": "2",
"protocols": "tcp"
i
S
"type": "ipv4-addr",
"value": "203.0.113.10"
S
o,
"type": "ipv4-addr",
"value": "198.51.100.58"
}
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B.6.2 MM FTEK RERF

WL 22 1k 2] fd B INITIAL .START/STOP fil REPEATS 264k 5 3k 2 715 Bt 6] 24 o 2% 4 fn 8 8 4L
AR, W AR F kR E N A AR BS BE .

xBS5 ERAMUNREXREFEALK

FIR = A4 1] fi ik

a IR A A AT B AR ER . a ZAVEED x Y. He P B U U B &R 2 A [a] B S0 0 9%
xR IFEE ., Fl.[ b] FOLLOWEDBY [ ¢ ] REPEATS 5 TIMES

a REPEATS x TIMES

a S WL 2 38 2B AT B A BRE AT . e DTS A% B A 0L DN B30 AE 48 R I R] O R A Bl
PO S, x 2 IFE A S EECREUE . filn.

([file: hashes.”"SHA-256" = 13987239847 ---"] AND [ win-registry-key: key = "hkey’])
WITHIN 120 SECONDS

a WITHIN x SECONDS

a e WL Ik B AT B R E R . 5 a DL A B A 08I0 8080 75 > = x H <<y B9 LI i) 8]

a START x STOP y
M., x Al y & timestamp ZE 7!

B.6.3 MNzEF

AT UL 3 B4 4 S B2 A WL 3R 3k = DU R — 0 24 5 A 3 s D TS A UL T 4
WL A2 B4 R U4 5 % B.6 BRLE .

®B6 FRAMUMNEZHEMFEAEX

AT WL 3 A fi ik T

[a]AND[ b ] a b WL ek =X, ELAE A (] (9 W0 I B b AR true A

a M b B FER, H oask b iy —7EAR R B 000 5 4
alOR[ b sk
La] Lb] L EAE N true W

a fl b JEWM IR, a Fl b{EHAR N true, A 5 b RBCAY WL
[ a ] FOLLOWEDBY [ b ] W) () B R F 3 55 F 5 a S 56 A9 UL I e (8] 8 . HL7E A [R] G 00 ey
(ﬂﬂéﬂﬁi{ﬁ’}a true

B.6.4 BIEHIHERXRF

BRI E WP IS R, —REBMAITERFEMNERAY ., BEMTERFHFE
% B.7 HLRE .

® B7 HIERMKEXRF

BAEFT HEWF 7 ¥
O e LI 2 26 5B 3 e o WL 2 12k A0 B AT
AND A WL e 38 50 A SR ik 5
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*® B7 BIEFREREF (8D

BRAERY T T 6 FH Y5 Rl
OR ZEEA M ik = A R A
FOLLOWEDBY LEA i Fe ik 5

B.7 HAHKEZFIEE
B.7.1 Bx%S
% B.8 MLE THERIE S T T S0k T I B B M TR AT S

* B8 BEHS

iy i

5

<object-type™> 52 R 19 TS0 00 2 K

U R BPURITE A€ IR S R d R 1

< property_name_> & 0y JE M 4l 15 B <<property_name >, < property_name > 38 &, H 9“7 B 1

) <<property_name>>J& 5 J& M 4 FK , J5 I 1) 02 F J& HE 2 K

B.7.2 EAI&

TE DU B g 2 E 46 5 0y T P s A% U 2 F Mg 3K
& . <object-type> ;< property name >,

T file:size
B.7.3 F|R¥&%

FE AT UL B B - 2H 1 S i R RS U S AR
158 : <object-type=>: < property_name>>[ list_index].<property name >
T~ 1. file: extensions. windows-pebinary-ext.sections[ * ].entropy

=B 2. network-traffic: protocols[ 0]
B.7.4 FHIZ

FE R UL I E s 410k 46 o 0 Je v iz s g R

15 R . <object-type>: < property_name>.<_key name >

Hrf . <<property_name>J&F M A F R PEZ R, T <key_name™ J& 7 HiL FP i A 44 75K .
= 1. file:hashes.ssdeep

=B 2. file:extensions.raster-image-ext.image_height

B.7.5 #H#SIA

AT XI5 2 A R AR R identifier B ZE A (A] K PR identifier, identifier 511 3) , HiZJ&

PESTH T 0 09 20 Y Jm
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X F A identifier, iBIA R «

<Zobject-type=> ;< property_name>.<_dereferenced_object_property>

Hi . <property_name™> & 4§ W] WL I %% 3 +F 2H 74 19 J& 14 &4 #K . <<dereferenced _object_property >
RS B AR

= 1. email-message: from_ref.value

Xt T identifier SR YO THIE N -

<object-type=>;<property name>[list_index |.<dereferenced_object property>

] 2. directory:contains_refs ¥ |.name
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x C

(B3E M)
B W £ 4 F 46 1

C.1 IPH#sit{= 8

IP #uht{E B4R S 1P bk AH G a8 , 45 1P Huhk . MAC #ht 3| A FE . A5 R G5 Y 3
S5 TP Hh k(5 BB HER FE 4 26 Co1 WHLE . Al (i TP kb 0 0 2% 3 5 {5 B S T 4 (3 R TP K H iy

BEEPSRN I

% C.1

IP it E B F R

spec_version, object_marking_refs, defanged, extensions

75 {7 B0 FB AR FB A F Rk S WA
&, WUE R “ipvd-
1|2k type string KA o B ipy
addr.ipv6-addr”
iR “1P Hohtk” . ff il CIDR R ¥k # R —
A Z A HHE I E . W0 TPva HbobE 3
W, H F % A TPv4 Sk, I BT 45 B Cl-
2 | MakfE value srting B NE=
DR/32 J5 4.0 TPv6 Mtk A7, H R
B~ IPv6 M bk, W) AT 48 % CIDR/128
Ja 4%
) S |[HER TP M hET AR AT EI R — A a2 A
MAC Hi ik 51 list of type identi-
3 g resolves_to_refs f' MAC Huhik 1951 %1 2 . e 51 3% o ni 51 1 | &
“MAC M5 .7 4L 0
ARCIP Ml BT B B — A Z A AR &R
H A & 4t 5l list of type identi- mL i FRETABE
4 belongs_to-refs ) g sl AR, A R R 5 AR R
i kB fier o
Gifs B FA M
C2 HEER

S A2 A B AR 5 0 245 3 15 R S A LI A ) 5 SR 44 (L 3042 A A 51 T 9 3R 45 B4 15 B R

e C2 HE .,
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xC2 HEERFER

spec_version, object_marking refs, defanged, extensions

Fe | [FRI F B4R FREA FE AR T A A6 I

o MOE A

“domain-name”

1 KM type string KA

=

kW 27 WA, 4 IETF RFC 1034
2 |fH value string PRI 388 4 oP A 1 A N R 8 A |
4 IETF RFC 5890 [ # 5&

" i A 3k 45 7 AT ) 1) — AN 2 A TP Hihk
1P i 4k s ok ‘

list of type identi- |8 3k 44 B9 51 H 51 &, b 51 & & 5] H @
3 |% M 5] H|resolves_to_refs 5
e fier & ipvd addr B ipv6 addr 2§ B uf 5 &4

Hl

C.3 URL{EE
URL G Bt 5% — W HE SN HEAUNE, URL FEFBRNFTEE C.3 FHLE.

#* C3 URLIEEFER

WA I

=

g3

type, id

DEYE

H

gés

spec_version, object_marking refs, defanged, extensions

75 (=R FB A TR TR A I
1 (kA type string Byt 2. BUE N “url”

WORA T URL A (. & 1k 19 4T 5
IETF RFC 3986 1 1.1.3 iy 25K

hiu

2 {H value string

C4 RFHHEER

FEL S A5 5 A0 3 15 R S AR S B ORI L 05 R 1 R R Stk | S 44 B R U T L 2 LR
PP 7 B\ A ik B ] R A A PR P VD I T R i T B A TR SO L LT R P B
NLAF &R C.A IRLE .
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®C4 BTHHEEERFER

WL A I IR

type,id

Al it

AP R

spec_version, object_marking refs, defanged, extensions

75 {7 B FB AR TR F B S A A
&, WO N
1 |2EH type string 2K “ email-addr 7 B{
“email-message”
B BB N
| ok R e O
2 |Hbhk(H value string . “email-addr”f ,
RS N
R
R AT B R AR B A W R 1 R
3 |4 display_name string LR, JBITER W 454 IETF RFC 5322 %
H3.4 IR
A A< I ” b
PR belongs_to_rel | string R A TR R - R A7 R G b T =
B Pk
BEHMEE £ R AT R E SRS E 2
5 | MIME is_multipart boolean MIME # 4%, 18 KH true B F R N 23| &
% 43 AE N false YRR A H LZH 4
6 | AIEEE date timestamp R AT B MR Ak i B/ R |
R A T5 L R R A RO Sk Y
15 56 5035 40 . A
7 content_type string (B T3 18 T B 32 VR 00 = B 28 280 R 4 B | 5
SINEIE .
=
R AT B TR B AR Sk B
“EENA o H. “KMN 7 F BN IR 1R, B 47
8 from_ref identifier ) w
kB TSN AR K REYIEAE. SIH
[ 7 20 14 26 B4l “ email-addr”
i BN e 11 Sl Rl S NS 9 < ]
RN F o . “EAMEN7F B & 05T 58 bR AL i e
9 sender_ref identifier ﬁ
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D.8 TLP #ri2 3t & # #8187 C TLP Marking Object Enumeration

TLP fric e RERE LI . BN AT AR D.8 BIMAE .
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% D.8 TLP frid 3 & #z5iaiC

WNC R B4

TLP:RED, TLP: AMBER+STRICT, TLP:AMBER, TLP:GREEN, TLP:CLEAR

AL RE

fiik

TLP:RED

MR A S

TLP:AMBER+ STRICT

ABRIETE . 0 RALER 414U & 7 AT JURS AL S A

TLP:AMBER H 2P A 5
TLP:GREEN A py 22
TLP:CLEAR FLZE WA PR

D.9 MKW & HEM B iAC Cyber Kill Chain Phases Vocabulary

P 4% XA i i [ B 3 190 265 il i A T ) B B AR UL FUR N B AT A R DL9 IOMLE

& D.9 MM BRIAIL

WHE R B4

reconnaissance, weaponization, delivery, exploitation, installation, command and control, actions on objective

R

fi ik

reconnaissance

WG BR B, Bk 7 8 2k LI 0 WA AR B0 4R S L B S Il IR AR L R T LA 2 TR
28T B, LU E B0k X 4

weaponization

R, Wk H R B ENE R MR ERS AW A TH
o F 3 i % S

delivery

2 oy 5 28 L Tl S A £ R 1 L T L USB % SORE R R A G I 45 TR RS 5 5 H
X

exploitation

T 18 A A et 2 A AT AR R S8 0 T R 8l AR

installation

command and control

GARANLTE AR RGP AR T B 177 DA 078 R 4 o
P

5P Yok F SRR AR A B SR Ly S B AR R S

Ll

actions on objective

l:j
FIARIE B AT B AT 08 e B B2 VB (s B 5%

D.10 Bl EMALZ 817 C Threat Actor Sophistication Vocabulary

J Pl 2 A 228 W R e A 4 22 K P L R N R AT A 3R D10 BELE
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® D10 B EEZRIAC

TR A5

none, minimal, intermediate, advanced, expert, innovator, strategic

LR E ik

none To. BN B2 TR AT B v AL Ll K S BE D —

S B/l RO B 1 T R G858 & R DL R TR T T H R R
&

intermediate AL RN G S VR T A OT B Tk Al 2R R s IR R TT T R

advanced r g, R BURE B AT T R IR R A el TR

expert Lo, BN BAE AT T 4 M B R R A s ) B 2 i TR

e BIHT & o eI G REF HH © AR T L IT K B X 0-day I i Y 2 7 AR AE
A0 A3 B 10 e 55X

strategic B o SR T R R At B B AT B0k BT B XA AR R S Y ek AT R )

APTCE g n] #5821k Bt

D.11  IEHEBIHLRIC Attack Motivation Vocabulary

Yoidi shbL I8 Mo 2 i ek sh LGS B BAR N A RLAT & 3% D1 BRUE

£ D.11 IEHEhHLIEIC

LR B

accidental, coercion, dominance, ideology, notoriety, organizational-gain, personal-gain, personal-satisfaction,

revenge, unpredictable

TC 3R E TR
accidental AEMEAT R ABEFAT R L E PSR E
coercion

dominance

BB o BB I8 T BEAT B
PEWRIBEUR . IR B B AR R

ideology BRESERN, HERESENSTIGE ERAA S 5
notoriety PRI, ST 38 SRS SR U 4 B T AT B0k

organizational-gain

FoRTE R, N AL LUAGTE S BT AT L W W S BT U PR A i it
;£ B UAR B

personal-gain

RWA NETER 4R BT B NG RO B 4T Mok, 28 0 SOV | 97 IR
R AL A T B
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*F D.11 IEHRIC (20

AL RE fili &
. B AR TR A B AR AR 0 B AT o, 0 R AL LS
personal-satisfaction
SRR A A R
revenge A2 . TN L2 ZUE AT Dy SR B Y B BT AT B
unpredictable AT e B WA BE R 2L H R R O BT 0

D.12 EAli% MK EFC Infrastructure Type Vocabulary
FEA VO 28 A R A B 2R AUE R BRI BN AT SR D2 IRLE .

® D12 ERgHEREREIC

AL 3 B 4G

amplification, anonymization, botnet, command-and-control, exfiltration, hosting-malware, hosting-target-lists, ph-

ishing, reconnaissance, staging, unknown

JAC SR E iR
amplification JH T S5 it T R it o e il 15t
anonymization T AT 44 A0 A R Bl B
botnet JH T4 A 1) 26 11 B il 152 T
command-and-control FH T 3647 i 4 55 5 0 1 L Rl B
control-system B A%, 10T, HMI, RTU, PLC % I1CS %
exfiltration FH T 47 B0 57 B SR At 50
firewall B ok &
hosting-malware 1L 28 3 i A7 1 0 B
hosting-target-lists JH T PAT A 5% et i B il 5
phishing FHT #4789 0 D0k 1 BE i RiE
reconnaissance T AT B bR o0 09 5 il it
routers-switches FH TR 1 3% 2 3 ) 2% 1) Bl 1 it
staging H T 925 Z B Be Yot 9 L Ak 15 i
malicious-scanning JH T8 A 1 00 SRl vt
brute-force-attack FH T 2% 77 B0 A 1) B it 3¢ it
lateral-movement JH T8 m B 3l i B Ak 3 it
workstation 550l 55 A G B AT DR AP Y 5 0 1 i
unknown ARA
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D.13 BEEEHEHEBEIC Malware Type Vocabulary

AR IR

B 2R B B Z 8] IF OB R G AR L BAR A BEAT 45 3 D13 Y RLE .

& D13 EEHGEEIREC

R A A

shell, wiper, worm

adware, backdoor. bot, bootkit, ddos, downloader, dropper, exploit-kit, keylogger, ransomware, remote-access-tro-

jan, resource-exploitation, rogue-security-software, rootkit, screen-capture, spyware, trojan, unknown, virus, web-

WCRE ik
adware AR, TR RN BAEHERS AP 8URE R
backdoor JRIIRR)Y . B F ok vy 0] I 72 2R 48 10 0 R BRpR , — T A% i SR RO A B
PAT B AT i %
bot B R, B M IFgE R 7E 2 EH R 5 BT
bootkit IR E. TR EGh B £ R F AN EERF
ddos Ddos T.H. $047 73 A5 2 48 e 55 Mol 19 7 )5
downloader Downloader, FT & JF 047 Hofth SO 9 A S F2 P
dropper PORCT R o AR IR G AR SRR P
exploit-kit T TR AT R o B0 S s 1R 2 A R B9 T R
keylogger SEALICRAY . O SREERAT 0 IF R E B E SO £ i T AR
ransomware R . TN 32 H ARG SO I R B 4 LU SO B AR P

remote-access-trojan

R Rl PR B LR R B

resource-exploitation

VR A . BT SENL R G0 R A R R L L iz A

rogue-security-software

P 7 ok G B = e TR - ¥ e 2

rootkit

Rootkit, 7T i R G042 e . LLRUR R 48 W B ZOR T 4R B SCBIE 2 5 & R 4
TCIUIGE B Y oy KR S B R

screen-capture

IRBRERAE . ATRIR GE T 4 . K16 47 24 2 51 R G B B AT

B BERCPE . AT 78 32 T 8 O T T I WA D [ A SRR A R 2 o 2 o ) A R A

spyware
trojan AT, W ARZEH RGO RGBS H 0% SR
virus WERE . B BOF S B B TR

webshell Webshell R EA, W 752 HH RGe L AT L A
wiper BEERBIR . AT BR 32 35 & RG0S & bSO i % BT
worm WAL, nT R | 1 B I R

unknown AR
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D.14 EEEHME 5 4 RiAIC Malware Result Vocabulary

AT M 45 R 1 3R A B A 4 RS B BRI NI & 8 D14 BILUE .

® D14 EBERGDTERRAIL

T 3 S 4G

malicious, suspicious, benign, unknown

TC R A Eilias
malicious L
suspicious o] E
benign JEE
unknown A

D.15 A4bIEBE%2443R)C Processor Architecture Vocabulary

Ak B S ARG 1 34 W R AR AR IS AT PREE T B K i Ak B AR AR 15 B BARIN A REAT A R D15 HLE .

% D.15 AbIESRZEMIFIC

TR S

alpha, arm, ia-64, mips,risc-v, powerpc, sparc, x86, x86-64
LR AE R

alpha Alpha 4245

arm ARM 2144

ia-64 64 v TA 224

mips MIPS 2244

risc-v Risc V 4244

powerpc PowerPC 42 %4

sparc SPARC Za#4y

x86 32 5 x86 ZEFH

x86-64 64 13 x86 4L Hy

D.16 4 2i& 5 i7iC Implementation Language Vocabulary

G RV S AR T S8 B AR S B A TE S B BRI B NI & K D16 BIMLE .
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& D.16 HEEFEBFWIC

TR A5

applescript, bash, ¢, ¢' ", ¢ #, go, java, javascript, lua, objective-c, perl, php, powershell, python, ruby,

scala, swift, typescript, visual-basic, x86-32, x86-64

TSR AE R
applescript AppleScript F2JPIEF
bash Bash #JFiE T
c C BFitw
et C"BIFET
cH Cs BFIES
g0 Go BIFIEF
java Java BIFIET
javascript JavaScript TEF 1B S
lua Lua FEFIES
objective-c Objective-C B FIESE
perl Perl #JFIET
php PHP BFiEH
powershell Windows Powershell #FiH 5
python Python & F1E &
ruby Ruby BFIEF
scala Scala TP iEH
swift Swift FRFIEF
typescript TypeScript 2 P15 H
visual-basic Visual Basic BJFiEH
x86-32 x86 32 fFLIL AR T iE =
x86-64 x86 64 AL AR 75 =

D.17 EBE#E {4 EE J117C Malware Capabilities Vocabulary

Eii
=
s
gt
[

o

MR SR P B B RE 5 B BRI B BT 3% D17 B

&
Fir
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® D17 EEWRMEEE AR

WNC R B4

accesses-remote-machines, anti-debugging , anti-disassembly, anti-emulation, anti-memory-forensics, anti-sandbox, anti-
vm, captures-input-peripherals, captures-output-peripherals, captures-system-state-data, cleans-traces-of-infection, com-
mits-fraud, communicates-with-c2 , compromises-data-availability, compromises-data-integrity, compromises-system-a-
vailability, controls-local-machine, degrades-security-software, degrades-system-updates, determines-c2-server, emails-
spam, escalates-privileges, evades-av, exfiltrates-data, fingerprints-host, hides-artifacts, hides-executing-code, infects-
files, infects-remote-machines, installs-other-components, persists-after-system-reboot, prevents-artifact-access,
prevents-artifact-deletion, probes-network-environment, self-modifies, steals-authentication-credentials, violates-system-

operational-integrity

R A i ig
accesses-remote-machines RE VT A — >3 2 I R ML A%
anti-debugging AE BT 1 # 83UR/ BTE R % i Is A7 SURE 3G n o xE
anti-disassembly RE B 11 Bk 5T 2 14 i e
anti-emulation RE B L AEAS LA P A AT, 5 158 1 i e B2
anti-memory-forensics f8 BT 1k P A7 BRUIE , B Al 1 i O 2
anti-sandbox AE BT Lk T V048 0947 S 23 BT S0 e 38 Jon X
anti-vm BE B 1 55 T R AL CVIMD B9 4T 2 43 A s A 14 i 35 e B2
captures-input-peripherals fiB DA R G 1 i A N TR A A B BRURR ) A K SR
captures-output-peripherals A 3K & 3% 3 S0 A 1 O
captures-system-state-data MR X T RECRENFR
cleans-traces-of-infection B\ R 4 1 i FE LR e (1 R
commits-fraud Al SR VEAT A
communicates-with-c2 fiE 5 i A AR IR 55 % HEAT 3 15
compromises-data-availability AE Wl IR HC TR 72 $AAT M A b R 48 b 9 B mT
compromises-data-integrity AE W IR H IR A2 $RAT M R 48 B B0 52
compromises-system-availability | #8746 5 48 5T iR L 52 90 HOW G B B9 DT 8 K 28 40 1 ) ok
controls-local-machine i 42 1) L IE 7R BT B AL 2%
degrades-security-software ARG AR RS (RSB &) EME LRy SRERSE L2 6
degrades-system-updates REZEH &R Go 0 3 FLAN T 10 T 2 0 22 3¢
determines-c2-server HEW A2 — >3 2 A 5 HO {5 10 42 AL IR 55 2%
emails-spam 8 & 3% 11 e 44
escalates-privileges AE $2 I H IE 7R AT B AR
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% D.17 BEHRMEFEANIRILC (20

W RE

ik

evades-av

FE 226 3 97 5 5 T ) A

exfiltrates-data

RE A | e RO I Ao LA i 2 A1 i o

fingerprints-host

AE X IEE AT HY F2 AL 2R 5T A4 TC U AT 98 SCHUN SRR LA AR 4 1t R 35 B o K

11

hides-artifacts Al e 7B HL AR e L1

hides-executing-code AR A IR 5 R 7 L Y AZ AR e i SEUBIL M WA 4% 45 R e LA LA
infects-files AE R H EAE BT I RS L — a2 A 3ot
infects-remote-machines B 3 AL 4% 2L AL AL RS 5 5 B AR T 0 2 A S e B AR LR

installs-other-components

AE 2 3 A1 ) L1

persists-after-system-reboot

RE7E T 1 1Y R G083 )R 4k 2 AT

prevents-artifact-access

AE 7 1k A, SO AR RIS B U5 ]

prevents-artifact-deletion

AE B 1k F A Cn, SO W 3 10045 B B

probes-network-environment

AER I HG 19 2% B 055 1) I

self-modifies

fE A B2

steals-authentication-credentials

Ak 57 IO IE Ik

violates-system-operational-in-

tegrity

REBE IR HIETEPAT I R GE/ — DB Z A m R R G 17 58 84

D.18 B3k

B3 003 JE 0 1 38 B 03 L4 T AR R A SE RS A, HAR N R AT

#18iC Identity Class Vocabulary

£ D.18 M E .

& D18 Hp AR

1'{] (Ei% o «Fl

individual, group, system, organization, class, unknown

T 3R AE Elip
individual ™A
group ZiRES
RY, 45 — 2K H B PR S, H W, SIEM (Seccurity Information and Event
system Management . % 4 {5 & Fl 5 {45 51
organization ERAL 0. BR A A%
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& D.18 BB FEAREIC (£

TC R E iR
class FEIS SR AN 0T A B B S A A K B B R A L A
unknown A

D.19 [XB&Z %A Risk Level Vocabulary

DRI 25 20 4 38 T8t 15 2 XS S 9 9 45 B, BRI R AT & 3R D19 B

=
[t

o

& D19 XK % 4 iRC

I 3 S 4G

critical, high, medium,low, minimal

AR AE i i
critical e
high [
medium 8
low {[IS
minimal e A%

D.20 itii5 A C Region Vocabulary
by I A A b 37 BT AL ISR A L BAR N A R AT A 3R D20 RLAE

% D.20 MIEiEIC

T 3 G4

africa (eastern-africa, middle-africa, northern-africa, southern-africa, western-africa) , americas (caribbean, central-a-
merica, latin-america-caribbean, northern-america, south-america), asia ( central-asia, eastern-asia, southern-
asia, south-eastern-asia, western-asia ), europe ( eastern-europe, northern-europe, southern-europe, western-

europe) , oceania (antarctica, australia-new-zealand, melanesia, micronesia, polynesia)

i Al i i
africa e[
eastern-africa Rk
middle-africa ik
northern-africa bk
southern-africa EE

64



% D.20 uEiEIC (£

GB/T 44886.4—2026

TC R AE ELBuD
western-africa [LE[
americas B
caribbean i e
central-america 36 Y
latin-america-caribbean F TS8-I i L Hb X
northern-america L&
south-america e
asia P
central-asia T
eastern-asia R
southern-asia R
south-eastern-asia R
western-asia [ER12
europe LY@l
eastern-europe AR EBR
northern-europe Jb Bk
southern-europe 7 BX
western-europe PHER
oceania KV
antarctica A A W

australia-new-zealand

ENGL RIS I

melanesia EEN N2
micronesia B e
polynesia A JE vE

D.21 ZEE %17C Hashing Algorithm Vocabulary

ZRIBEF AN IR W 2R Bk AN A BT 5 R D.21 i RLE .
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x® D.21 FFEEZKIAIC

WNC R B4

MD5, SHA-1, SHA-256, SHA-512, SHA3-256, SHA3-512, SSDEEP, SM3, TLSH, OTHERS

WL FRE fifi b
MD5 MD5 4 B4 B3k
SHA-1 SHA-1 (%2 4 B 51 1) N 2% 28 R 3K
SHA-256 SHA-256 % % kA U8 T SHA-2 B 5D
SHA-512 SHA-512 Ji% Z¢ % B & T SHA-2 5L 1)
SHA3-256 SHAB3-256 Il % %% %5 MR 4L
SHA3-512 SHAB3-512 Jin %% %4 s MR 4L
SSDEEP SSDEEP 5% b 44 143 5.
SM3 SM3 % fith ¢ e B 1k
TLSH TLSH M) 44 23 58 12
OTHERS HoAth

D.22 fNZEE%FIC Encryption Algorithm Enumeration
T SR A R R BN S BRI AT A AR D22 BLE

R D.22 MBEERIC

T AR S

AES-128-GCM, AES-256-GCM, AES-128-CCM, AES-256-CCM, AES-128-OCB, AES-256-OCB, ChaCha20-
Poly1305, RSA-OAEP, RSA-PSS, RSA-SHA256, SM1-ECB, SM1-CBC, SM2-1, SM2-2, SM2-3, SM4-ECB, SM4-
CBC, SM4-CFB1, SM4-CFB8, SM4-CFB128, SM4-OFB, SM4-CTR, SM4-WRAP, SM4-GCM, SM4-OCB, SM4-
XTS, SM4-FFX, SM7-ECB, SM7-CBC, SM7-CFB, SM7-OFB, SM9-1, SM9-2, SM9-3, SM9-4, ZUC, OTHERS

WC R AE ik
AES-128-GCM AES-128-GCM %5 %A %
AES-256-GCM AES-256-GCM % 8 i
AES-128-CCM AES-128-CCM %5 iy 8 2=
AES-256-CCM AES-256-CCM % fith & 12
AES-128-OCB AES-128-OCB #1551k
AES-256-OCB AES-256-OCB % ) 8 =
ChaCha20-Poly1305 ChaCha20-Poly1305 ¥ %5 %54 1
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W RE

ik

RSA-OAEP

RSA-OAEP &8

RSA-PSS

RSA-PSS %44 & 1k

RSA-SHAZ256

RSA-SHA256 % 4, & 1

SMI-ECB SM1 7325 % i 3 - g T i A B X
SM1-CBC SMI 4} 2 %5 Bt 3 k- 25 A R B AR =X

SM2-1 SM2 i 15 {1 £ 2 B 95 B B30 ok - - 4% 44 B 1k
SM2-2 SM2 i 15 i 28 23 B 2 i B - 4 s e Bl
SM2-3 SM2 #1531 28 28 57 % 55 53 k-2 BN 3 Bk
SM4-ECB SM4 7321 55 WS 5 15 - v T TG A A 5
SM4-CBC SM4 ) 21 %5 B 53 15 2 T B 4 A 5
SM4-CFB1 SM4 4320 %5 A S 101 Lo e 2 1 5 ol A =X
SM4-CFB8 SM4 4321 % W 57 1~ 8 LU ARR 2% 1 )L i A8 =X
SM4-CFB128 SM4 4321 %5 W 10:-128 He 4 2 15 2 1o A6 =X
SM4-OFB SM4 20 % W 5 k- s R A X
SM4-CTR SMd F 21 % W 3 k- H R R
SM4-WRAP SM4 53 41 %5 15 51 75 - B B4 AR
SM4-GCM SM4 7321 % W S0 TL -2 B /T B s i X
SM4-OCB SM4 Ji 20 %5 W 5 15 M B T A 455X
SM4-XTS SM4 7328 %7 1 B i A i £ i 8 A X
SM4-FFX SM4 7328 % Bt B -1 B A% =M 4% 2 =X
SM7-ECB SM7 321 %5 WS B 051 T TG AR A5 5
SM7-CBC SMT7 43 2H % 10 B 1 10 B 4 A5 5
SM7-CFB SMT7 G 2H % % B30 k-2 10 S (3 A X
SM7-OFB SM7 7321 %5 WS 5 05 - i s S 154

SM9-1 SMY AR P2 B 53 3524 B Jn 8 4 12k

SM9-2 SM9 H U2 B 5 - R 4 44 4 1k

SM9-3 SMO Hr P2 A5 55 k-2 BT A Bl

SM9-4 SMO F TH 4% B 3 -4 B B A B vk

ZucC ML 2 )3 ) B i B 0k

OTHERS oAt
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Mt & E
(ZRHE

BLME R E @R T

BIME B8 H R A Bundle B EF7 2% , i R — ROk AT B B G BN BT — i 1
L], L H R TR ME A R AT R % . Bundle B9 H4 UL3E E. 1, Bundle 7= 5] WL 5% H.

%= E.1 Bundle #X#iA %K

2K fili ik LM JE A

o

id RIS string

type Pyl string . BUE A “bundle”

2. BUEYEHE Ry STIX” 80 i W 15 5

spec_type BT B AR 2 A string .
P73

ST 5 LT W 1E SRR v 28 B X R
W R A A5 B, B G 2 AR ok 28
STIX, MUH M 2.0.2.1 8 HAb AR AS 5 24
spec_version R AF B AR B string T v 2 R Sy 8 T AR B IR 5 7 IF L B
B} 1.0 8% 2.0, Hrh 1.0 £ 3 2018
AR AR E B E R AR, 2.0 1R

AN
created Bundle 41 gt i 6] string P
creator Bundle @ £ # string =
Bundle £ & &L & B0 ME B 4
count N integer 5
1Y %% H 2L
75 . object EAR A E L — £
objects Bundle £ & /& 09 414 list of type object oneet =

A1
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Mt X F
(ERH

BN 5 B A BRI K JSON R 7R

F.1 AR 87

"type": "observed-data",
"spec_version": "2.0",

"id": "observed-data-——b67d30{f-02ac-498a-9219-32{845{448cf",

"created": "2016-04-06T19:58:16.000Z",

"modified": "2016-04-06T19:58:16.000Z",

"first_observed": "2015-12-21T19:00:00Z",

"last_observed": "2015-12-21T19:00:00Z",

"number_observed": 50,

"object_refs"; [
"ipvd-addr-—-efcd5e80-570d-4131-b213-62cb18eaaba8" ,
"domain-name--echb120b{-2694-4902-a737-62b74539a41b"

"type": "domain-name",
"id"; "domain-name—ecb120bf-2694-4902-a737-62b74539a41b",
"value": "example.com",

"resolves to_refs": [ "ipv4-addr—efcd5e80-570d-4131-b213-62cb18eaaba8" ]

"type": "ipv4-addr",
"id": "ipv4-addr—efcd5e80-570d-4131-b213-62cb18caaba8",
"value": "198.51.100.3"

}

F.2 WHiEHR
{

"type": "indicator",
"spec_version": "2.0",
"id": "indicator—8e2e2d2b-17d4-4cb{-938{-98ee46b3cd3{",
"created": "2016-04-06T20:03:48.000Z",
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"modified": "2016-04-06T20:03:48.000Z",
"indicator_types": [ "malicious-activity" ],
"name": "Poison Ivy Malware",

"description": "This file is part of Poison Ivy",

"pattern": "[ file: hashes.”"SHA-256" = "4bac27393bdd9777ce02453256¢5577c¢d02275510b22
27f473d03{533924£877 ]",

"valid_from": "2016-01-01T00:00:00Z"

F.3 W&iEzh

"type": "campaign",

"spec_version": "2.0",

"id"; "campaign—8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f",

"created": "2016-04-06T20:03:00.000Z",

"modified": "2016-04-06T20:03:00.000Z",

"name": "Green Group Attacks Against Finance",

"risk": "high",

"description"; "Campaign by Green Group against a series of targets in the financial services

"

sector.

y
F.4 M3t#HE
{

"type": "course-of-action",

"spec_version": "2.0",

"id": "course-of-action—-8e2e2d2b-17d4-4chf-938{-98eed6b3cd3f",

"created": "2016-04-06T20:03:48.000Z",

"modified"; "2016-04-06T20:03:48.000Z",

"name": "Add TCP port 80 Filter Rule to the existing Block UDP 1434 Filter",

"description": "This is how to add a filter rule to block inbound access to TCP port 80 to the
existing UDP 1434 filter ---"

}

F.5 BEiihEME
{

"type": "threat-actor",
"spec_version": "2.0",
"id": "threat-actor—-8e2e2d2b-17d4-4cbf-938f{-98ee46b3cd3f",
"created": "2016-04-06T20:03:48.000Z",
"modified": "2016-04-06T20:03:48.000Z",
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"threat_actor_types": [ "crime-syndicate" ],

"name": "Evil Org",

"description"; "The Evil Org threat actor group",
"aliases": ["Syndicate 1", "Evil Syndicate 99" ],
"roles": [ "director" |,

"goals": [ "Steal bank money", "Steal credit cards"],
"sophistication"; "advanced",

"resource_level": "team",

" M : : " " M M M "
primary_motivation : orgamzaﬂonal*galn

}
F.6 BBt
{

"type": "threat-target",

"spec_version": "2.0",

"id"; "threat-target—8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f",

"created": "2016-04-06T20:03:48.000Z",

"modified": "2016-04-06T20:03:48.000Z",

"name": "X XUEFHA AT,

"description": " X XUEZF R EE MEE B RIFRZ — BT XOXAE XK, L i T E AR B
Al B2 R B AT S B R RE T AT A 2R A IS RT L

"aliases": [" X XiEFH"]

}

F.7 HKHEER
{

"type": "attack-pattern”,
"spec_version": "2.0",
"id"; "attack-pattern—7e33a43e-e34b-40ec-89da-36c9bb2cacd5",
"created": "2016-05-12T08:17:27.000Z",
"modified": "2016-05-12T08.:17:27.000Z",
"name"; "Spear Phishing as Practiced by Adversary X",
"description": "A particular form of spear phishing where the attacker claims that the target
had won a contest, including personal details, to get them to click on a link.",
"external references": [
{
"source_name"; "capec",

"external id": "CAPEC-163"
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F.8 EufigZiE

“Poison Ivy C27i ¥ it 55 #% M H TP b 1k o 3 i 15 il . 3% & 5K 14 “ Poison Tvy” ffi H H: 1P M bt

198.51.100.3 1 198.52.200.4 #1732 42 il .
{
"type":"infrastructure",
"spec_version": "2.0",
"id" : "infrastructure—-38c47d93-d984-4{d9-b87b-d69d0841628d" ,
"created":"2016-05-07T11:22:30.000Z",
"modified":"2016-05-07T11:22:30.000Z",
"name" ; "Poison Ivy C2",

"infrastructure_types": [ "command-and-control" ]

"type": "relationship”,

"spec_version": "2.0",

"id": "relationship--7aebe2f0-28d6-48a2-9c3e-b0aaa60266ed" ,

"created": "2016-05-09T08:17.27.000Z",

"modified": "2016-05-09T08.:17.:27.000Z",

"relationship_type": "controls",

"source_ref": "infrastructure—-38c47d93-d984-4fd9-b87b-d69d0841628d",
"target_ref": "malware—16f4{3f9-1b68-4abb-bb66-7639d49f1e30"

"type": "malware",
"spec_version": "2.0",
"id": "malware—-16f4f3f9-1b68-4abb-bb66-7639d49f1e30",
"created": "2016-05-08T14:31:09.000Z",
"modified": "2016-05-08T14:31:09.000Z",
"is_family": true,
"malware_types":[
"remote-access-trojan"
s

"name": "Poison Ivy"

"type": "relationship",
"spec_version": "2.0",
"id"; "relationship—7aebe2f0-28d6-48a2-9c3e-b0aaa60266ef" ,
"created": "2016-05-09T08.:17.27.000Z",
"modified": "2016-05-09T08:17:27.000Z",
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"relationship_type": "consists-of",
"source_ref": "infrastructure—38c47d93-d984-4fd9-b87b-d69d0841628d" ,
"target_ref": "ipv4-addr—b4e29b62-2053-47c4-bab4-bbce39e5ed67"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—b82b2819-3b86-4bd5-afb3-fa36cfbe3f18",

"created": "2016-05-09T08.:17.:27.000Z",

"modified": "2016-05-09T08.:17.27.000Z2",

"relationship_type": "consists-of",

"source_ref": "infrastructure--38c47d93-d984-4fd9-b87b-d69d0841628d" ,
"target_ref": "ipv4-addr—-84445275-e371-444b-baea-ac7d07a180fd"

"type": "ipv4-addr",
"id"; "ipv4-addr—-b4e29b62-2053-47c4-bab4-bbce39e5ed67",
"value": "198.51.100.3"

"type": "ipv4-addr",
"id": "ipv4-addr—-84445275-e371-444b-baea-ac7d07a180fd",
"value": "198.52.200.4"

}

F.9 WHEIE
{

"type": "intrusion-set",

"spec_version"; "2.0",

"id": "intrusion-set—4e78{46{-a023-4e5{-bc24-71b3ca22ec29",

"created": "2016-04-06T20:03:48.000Z",

"modified": "2016-04-06T20:03:48.000Z",

"name": "Bobcat Breakin",

"description": "Incidents usually feature a shared TTP of a bobcat being released within the
building containing network access, scaring users to leave their computers without locking them
first. Still determining where the threat actors are getting the bobcats.",

"aliases" : [ "Zookeeper" ],

"goals": [ "acquisition-theft", "harassment", "damage" ]

F.10 EEHRH

S %4 Poison Ivy” i 2 4~ 1P HihikH 198.51.100.3 F1 198.52.200.4 f) JL Al 15 it 1 o 3 425 IR 45
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End PN I
{
"type": "malware",
"spec_version": "2.0",

"id": "malware—-0c7b5b88-8{{7-4a4d-aa9d-{eb398cd0061",
"created": "2016-05-12T08.:17.:27.000Z",

"modified": "2016-05-12T08:17.:27.000Z",

"name": "Cryptolocker",

"description"; "A variant of the cryptolocker family",
"malware_types": [ "ransomware" ],

"is_family": false

F.11 EBERUINER

B T — %8 Cuckoo Sandbox” 1) A 3 A 10 58 XF — A~ 8l 2R A4 FE A 3E AT T8 52 0 B 108 Jgl 15 .
R,
{
"type": "bundle",
"id": "bundle--7a923456-e29b-41d4-a716-446655440001",
"spec_type": "EUIME B E ZARHE",
"spec_version": "2.0",
"count":"3",
"objects": [
{
"type": "malware-analysis",
"spec_version": "2.0",
"id"; "malware-analysis—df7c3400-1234-41d4-a716-abcdef123456",
"created": "2026-01-13T10:00:00.000Z",
"modified": "2026-01-13T10:30:00.000Z",

[/ — S LI E —

"product"; "Cuckoo Sandbox",

"version"; "2.0.7",

"analysis_engine version": "Cuckoo-Monitor-v1.4",
"analysis_definition_version": "Community-Ruleset-2026-01-13",
"configuration_version": "Anti-Ransomware-Profile-v4",

"modules": [ "network", "yara", "behavior", "screenshot", "memory_dump" ],

[/ — RS S 45—

"submitted": "2026-01-13T09:45:00.000Z",

"analysis_started": "2026-01-13T09:46:00.000Z",
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"analysis_ended": "2026-01-13T09:55:00.000Z",
"result name": "WannaCry-Variant Behavioral Match",

n " " . . "
result": "malicious",

[/ - BEEHIH (SCO Refs) —
"sample ref": "file—8e82c442-98fc-1cl14-9afb-f4c8996fb924",
"host_vm_ref": "software--virtualbox-6-1",
"operating_system_ref": "software--windows-7-spl-x64",
"installed_software_refs": [

"software—adobe-reader-11",

"software—-office-2010"

iE

[/ = G3Af e R A X 4 (SCOs) —

"analysis_sco_refs"; [
"ipv4-addr--1.2.3.4",
"domain-name--ransom-c2-com" ,
"windows-registry-key--run-key-entry"

ip

/) — JuEAE AN SR —
"external references": [
{
"source_name": "Cuckoo Internal Report",
"description": "View the full dynamic analysis report in Cuckoo Dashboard.",
"url": "https://cuckoo.local/analysis/45678/summary"
}
s
"object_marking_refs": [
"marking-definition—-613f2e3d-d103-4646-81da-b8473d0a793d"
il
S

/) — HEEHFERMNR —

{
"type": "software",
"id". "software—-virtualbox-6-1",
"name": "Oracle VirtualBox",
"version": "6.1.x"

i

{
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"type": "software",

"id"; "software—-windows-7-spl-x64",
"name": "Windows 7 Professional”,
"version": "Service Pack 1",

"swid": "x64-platform"

F.12 i®iRE

"type": "vulnerability",
"spec_version": "2.0",
"id"; "vulnerability—-0c7b5b88-8{f7-4a4d-aa9d-feb398cd0061",
"created": "2016-05-12T08.17.27.000Z",
"modified": "2016-05-12T08:17.:27.000Z",
"name": "CVE-2016-1234",
"external references": [
{
"source_name": "cve",

"external_id": "CVE-2016-1234"

F.13 ITE

"

"type": "tool",
"spec_version": "2.0",

"id": "tool--8e2e2d2b-17d4-4cbf-938{-98eed6b3cd3f",
"created": "2016-04-06T20:03:48.000Z",
"modified": "2016-04-06T20:03:48.000Z",

"tool types": [ "remote-access" ],

n name" . n VNC”

F.14 IS

"type": "location",

"spec_version": "2.0",

"id"; "location—a6e9345f-5a15-4¢29-8bb3-7dcc5d168d64 ",
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"created": "2016-04-06T20:03:00.000Z",
"modified": "2016-04-06T20:03:00.000Z",
"region": "south-eastern-asia",

"country": "xx",

n : . . n n n
administrative_area": "xxx",

"postal_code": "63170"

F.15 W&

"type": "opinion",

"spec_version": "2.0",

"id": "opinion—-b01lefc25-77b4-4003-b18b-f6e24b5cd9f7",

"created": "2016-05-12T08.:17.:27.000Z",

"modified": "2016-05-12T08.:17:27.000Z",

"object_refs": [ "campaign—-16d2358f-3b0d-4c88-b047-0da2f7ed4471" ],

"opinion": "strongly-disagree",

"explanation": "This doesn't seem like it is feasible. We've seen how PandaCat has attacked
xxx-country infrastructure over the last 3 years, so this change in targeting seems too great to be via-

ble. The methods used are more commonly associated with the FlameDragonCrew."

}
F.16 W&

{

"type": "report",

"spec_version"; "2.0",

"id": "report—84e4d88f-44ea-4bcd-bbf3-b2c1c320bch3",

"created": "2015-12-21T19:59:11.000Z",

"modified": "2015-12-21T19:59:11.000Z2",

"name": "The Black Vine Cyberespionage Group",

"description"; "A simple report with an indicator and campaign",

"published": "2016-01-20T17:00:00.000Z",

"report_types": [ "campaign" ],

"object_refs": [
"indicator--26{fb872-1dd9-446e-b6{5-d58527e5b5d2" ,
"campaign—83422c77-904c-4dcl-aff5-5¢38f3a2c55¢"
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16 ANAFZ T8 9 5 2 T dife 9 2 50,8 ILC R L& Gl

B R G
(FRD)
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®G1 HHEXRILE

P45 RS KARFR (/30 ER7REE
1 Tt L $3% / delivers R
2 Tt H i/ targets 37
3 U & Ty Y fii FH /uses MR TR
4 i 3 15 )& /attributed-to By RERHIE SN YN
5 3% 3 W[ /compromises FET B
6 Bt 3h ok H /originates-from b 3 A7 5
7 ik 1 3h H#%/targets PR T
8 it i ) 8111/ uses Tt A vt O SR TR
9 VRS VA4 /investigates Y te bw

10 IRy

2% fi#t /mitigates

Yol B b fe b B RO TR R

11 UG TR 2

17~ /indicates

B g SN TR INE R il L s PR SN
R U A TR

12 o< 48 b

3£ F /based-on

TR H A

13 I Al 152 e

38 {5 /communicates-with

AW B T BB R TP M Ak R
4 .URL

14 LAl iR {4 / consists-of BE AR T LI e A
15 BL Al it $ 1l / controls LR T R AR
16 B b 13 it i /delivers WA

17 F T e HA /has Ui 7

18 BE Al it #B % /hosts TH GEE M

19 Ll i fii F /located-at AL

20 Al e i/ uses Al i

21 LAl e I J& /attributed-to JE T A

22 Bl it [/ compromises R B

23 F il i #BF /hosts, F A /owns SET B
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*xG1 ABXRILCE (8D
75 5 20 14 KRS (P /330 H b5 41 14
24 HAl i K 11 /originates-from b PR
25 FEAh it H#5/ targets PR A B I
26 BE 0 B ffi i/ Uses b A SRl B R L TR
27 MR B2 AL/ authored-by JEUM A Tk 1 B AR
o W [l % /beacons-to, [l & /exfiltr- J——

ate-to

29 TR i {7 /communicates-with AL HCHE A TP Mk 344 \URL
30 MR il / controls MR
31 A R T #k/downloads, B i /drops AR AR L T O A g S
32 R FIH/ exploits Ui
33 R 3 H /originates-from iy B AV B
34 WM H Y/ targets FET T | Hb 3 AT L T TR
35 R A i 1 /uses e A2 BRI R TR
36 BRI 25 i /variant-of R
37 BRI S b A / characterizes A
38 WM IIEE R | ST/ analysis-of ER R
39 ST AR AT 4 A M/ static-analysis-of AR A
40 MR BT s B 242 H7 /dynamic-analysis-of AR
41 B E I/ compromises FE R
42 S T A #BE /hosts, #A /owns FETh Bt
43 B 3 A J i /initiate T o9 3
44 B 3244 i T /located-at b 2R E
45 S 3 A H#%/targets AL E R
46 A A il il / uses e A LR R T A
47 TH i / delivers WR A
48 TR T/ drops TR
49 TH PiH /has T
50 TH H #5 /targets FERN R | B A T T
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Mt & H
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AT HE T BEME B A RG]
H1 EAEBEEFERANEAGAS
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6 APT % B A B B AR BT R B B 3 8 Mo R B 7 S 4k

H.2 3% -F wannacry 4 8% iU 7R 5

AR Ry — R wannacry B 15 2l 5488 75 0], b 04 B B AL 22 80 B S R A A HL L TR .

B e
T T P L -
—

20
S
ERCEIE- ¢y

—

B H.1 wannacry E &5

JSON #% Ao il an T .

{
"id": "bundle—3albcbb1-540b-4609-b1d2-684e7123ab1{",
"type": "bundle",
"spec_type": "BUBME B R bR E"
"spec_version": "2.0",
"count":"7",
"objects": [
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"type": "indicator",
"id": "indicator—8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3f",
"spec_version": "2.0",
"created": "2016-04-06T20:03:48.000Z",
"modified": "2016-04-06T20:03:48.000Z",
"indicator_types": [ "malicious-activity" ],
"name": "wannacry fCH KRR,
"description": "X J&XF wannacry R A BEFEER"
"pattern": "[ file: hashes.SHA-256" = ‘ed0lebfbc9eb5bbea545af4d01bf5f1071661840480439
c6e5babe8e080edlaa ",
"valid_from": "2017-05-13T00:00:00Z"
7
{
"type": "campaign",
"id": "campaign—-8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3f",
"spec_version": "2.0",
"created": "2017-05-13T00:00:00Z ",
"modified": "2017-05-13T00:00:00Z ",
"name": "wannacry B R FH 4",
"risk": "critical",
"description": "dLHIEFE] 5 H 12 H , KAk FZE PR A 355 R 9L T wannacry #1205, 5
ARG EH . L RIGTEXS RGN B SCHFIEAT I 24 P SO 8 4 2 5 AT RE AR I AR A S, T
F ST WM DO 5 L P — S A5 R LA AL A2 B T s e
}a
{

"type": "vulnerability",
“spec_version”: “2.0”,
"id": "vulnerability—4albcbbl1-540b-4609-b1d2-684e7123ab1{",
"created": "2017-3-14T00.00.00Z",
"modified": "2017-8-16T00:00:00Z",
"name": "Microsoft Windows SMB #ij A 46 iE 485 1= I i
"description": "Windows & —E N A& H H I EAE RS . Windows Server & —E IR 5 %%
BAER G . Server Message Block(SMB) Server 52 HH1 i — > Sy 11 52 AL 52 44t B 13 56 1k T LA 5 1] iR 55 2%
FATERMLAN SO RGN . Windows HHAY SMBv1 R 55 25 47 76 i P2 ACAS S A7 T i) . ot A i o 25 ol £
Bl R ] A B s A R % T TR BT A B ARES . DA IRAS 32 252 1 . Windows Vista SP2, Windows Server
2008 SP2 il R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold 1 R2, Windows
RT 8.1,Windows 10 Gold,1511 Hl 1607, Windows Server 2016,"

"external references": [

{
"source_name": "cve",
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"external id": "CVE-2017-0143",

"url": "https://cve.mitre.org/cgi-bin/cvename.cgi? name=CVE-2017-0143"

"type": "software",

“spec_version”: “2.0”,

"id": "software--5albcbb1-540b-4609-b1d2-684e7123ab1{",
"name": "windows SMB",

"version": "1.0"

"type": "relationship",

“spec_version”: “2.0”,

"id": "relationship—7albcbb1-540b-4609-b1d2-684e7123ab1{",
"created": "2017-3-14T00.00.00Z",

"modified": "2017-3-14T00:00:00Z",

"relationship_type": "targets",

"source_ref": "vulnerability--4albcbb1-540b-4609-b1d2-684e7123ablf",

"target_ref": "software--5albcbb1-540b-4609-b1d2-684e7123ab1{"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship--53a55c73-f2c8-47b9-8e50-ae34d8c5dadd" ,
"created": "2017-05-13T00.:00:00Z,

"modified": "2017-05-13T00:00:00Z ",

"relationship_type": "indicates",

"source_ref": "indicator—-8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3{f",
"target_ref": "campaign—-8e2e2d2b-17d4-4cbf-938{-98eed6b3cd3f "

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—54a55c73-f2¢8-47b9-8e50-ae34d8c5dadd" ,
"created": "2017-05-13T00.:00.:00Z,

"modified": "2017-05-13T00:00:00Z ",

"relationship_type": "targets",

"source_ref": "campaign—8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3f",

"target_ref": "vulnerability--4albcbb1-540b-4609-b1d2-684e7123ab1f "

82



GB/T 44886.4—2026

H.3 —/ APT AAM—HBINTEZHIRH

ARG R APT AU Bk i 2 46 5 A UMM BAS SUHR RO s 0. i APT A48 A7 6 X 5%
B AATES H AR B E K AR H R BPP, % ARG 3 B X BPP W3 (9 JLAS 52 2% 34 2l A B0 8 04
. —> 1 2K AE BPP /Y R T w4l A RE B B T 53 — 3 B UE BF X BPP Web IR 55 2% /9
DDoS Hrify . 2 T 548 19 g S AL 5 A 09 B S AL Z A SC R A& H.2 s .

B

R . o

: £t
—————[:%%ﬁ& txd R b Bt
i i

£t
)
I P Y IR Btk I

7 ki S 1
- i

E H.2 APT X Rl

JSON #& =R BT,

{
"type": "bundle",
"id": "bundle--97b40{76-c1b8-4407-b050-ff177{3d67ed",
"spec_type": "EUMME B E RRHE"
"spec_version": "2.0",
"created": "2016-08-09T15.:50:10.983Z ",
"creator": "X X/AHE",
"count": "25",
"objects": [
{
"type": "threat-actor",
"spec_version": "2.0",
"id": "threat-actor—56{3f0db-b5d5-431c-ae56-c18{02caf500",
"created": "2016-08-08T15:50:10.9832",
"modified": "2016-08-08T15:50:10.983Z2",
"name": "A B X X441 ",
"threat actor_types": [
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"nation-state"
1.
"roles": [
"director"
1,
"goals": [
"Influence the election in xxx country"
1,
"sophistication"; "strategic",
n " " n
resource_level": "government",
n M M M n n: n
primary_motivation": "ideology",
"secondary motivations"; [

n M n
dominance

"type": "threat-target",

"id": "threat-target—8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3f",

"spec_version": "2.0",

"created": "2016-04-06T20:03:48.000Z",

"modified": "2016-04-06T20.:03:48.000Z",

"name": "B ERFHEHL(BPP)",

"description": " B E AL (BPP), L iF T B B A Kow o ARE, 318 170k 41
FERIFRE AT L6 M5 R." .

"identity_class": "organization",

"external references": [

n n " M "
source_name": "website",

"url": "http://www.bpp.bn"

"type": "attack-pattern"”,

"spec_version": "2.0",

"id": "attack-pattern—19da6elc-71ab-4c2{-886d-d620d09d3b5a",
"created": "2016-08-08T15:50:10.983Z2",

"modified": "2017-01-30T21:15:04.1272",

"name": "Content Spoofing",

"external references": [

{
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"source_name"; "capec",
"url": "https://capec.mitre.org/data/definitions/148.html",
"external id": "CAPEC-148"

GB/T 44886.4—2026

}
i
}s
{
"type": "attack-pattern",
"spec_version": "2.0",
"id"; "attack-pattern—f6050ea6-a9a3-4524-93ed-c27858d6cb3c",
"created": "2016-08-08T15:50:10.9832",
"modified": "2017-01-30T21:15.:04.1272",
"name": "HTTP Flood",
"external references": [
{
"source_name": "capec",
"url": "https://capec.mitre.org/data/definitions/488.html",
"external id": "CAPEC-488"
}
]
} s
{
"type": "campaign",
"spec_version": "2.0",
"id": "campaign—-e5268b6e-4931-42f1-b379-87{48eb41ble",
"created": "2016-08-08T15:50:10.983Z2",
"modified": "2016-08-08T15:50:10.9832",
"name": "Operation Bran Flakes",
"description": "A concerted effort to insert false information into the BPP's web pages.",
"aliases": [
"OBF"
Js
"first_seen": "2016-01-08T12:50:40.123Z2",
"objective": "Hack www.bpp.bn"
}s
{

"type": "campaign",

"spec_version": "2.0",

"id": "campaign-—-1d8897a7-fdc2-4e59-afc9-becbe04df727",
"created": "2016-08-08T15:50:10.9832",

"modified": "2016-08-08T15:50:10.983Z2",
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"name"; "Operation Raisin Bran",
"description"; "A DDOS campaign to flood BPP web servers.",
"aliases": [
"ORB"
1.
"first_seen": "2016-02-07T19:45:32.126Z",

"objective": "Flood www.bpp.bn"

"type": "intrusion-set",
"spec_version": "2.0",
"id": "intrusion-set—-ed69450a-f067-4b51-9ba2-c4616b9a6713",
"created": "2016-08-08T15:50:10.983Z2",
"modified": "2016-08-08T15:50:10.983Z2",
"name": "APT BPP",
"description": "An advanced persistent threat that seeks to disrupt the xx country’s election
with multiple attacks.",
"aliases": [
"Bran-teaser"
1.
"first_seen": "2016-01-08T12:50:40.123Z2",
"goals": [
"Influence the xx country’s election",
"Disrupt the BPP"
Js
"resource_level": "government",
"primary_motivation": "ideology",
"secondary_motivations"; [

" . n
dominance

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—98765000-efdf-4a86-8681-36481ceae57{",
"created": "2020-02-29T17.:41:44.938Z2",

"modified": "2020-02-29T17:41:44.938Z2",

"relationship_type": "attributed-to",

"source_ref": "campaign—e5268b6e-4931-42f1-b379-87f48eb41ble",
"target_ref": "threat-actor—-56{3f0db-b5d5-431c-ae56-c18f02caf500"

86



"type": "relationship",

"spec_version": "2.0",

"id": "relationship—53a55c73-f2¢8-47b9-8e50-ae34d8c5dadd" ,
"created": "2020-02-29T17.:41:44.938Z2",

"modified": "2020-02-29T17:41.:44.938Z",

"relationship_type": "attributed-to",

"source_ref": "campaign—-1d8897a7-fdc2-4e59-afc9-becbe04df727",
"target_ref": "threat-actor—-56{3f0db-b5d5-431c-ae56-c18f02caf500"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—5047c2c0-524b-4afd-9cd6-e197efe59495",
"created": "2020-02-29T17:41:44.939Z2",

"modified": "2020-02-29T17:41:44.939Z2",

"relationship_type": "attributed-to",

"source_ref": "campaign—e5268b6e-4931-42f1-b379-87f48eb41ble",
"target_ref": "intrusion-set—-ed69450a-f067-4b51-9ba2-c4616b9a6713"

"type": "relationship",

"spec_version": "2.0",

"id"; "relationship—9ccl31ca-b64d-4abl-a300-5e4a0073280a",
"created": "2020-02-29T17:41:44.939Z",

"modified": "2020-02-29T17:41:44.9392",

"relationship_type": "attributed-to",

"source_ref": "campaign—-1d8897a7-fdc2-4e59-afc9-becbe04df727",
"target_ref": "intrusion-set—-ed69450a-f067-4b51-9ba2-c4616b9a6713"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—c171{d27-2a8a-42b7-8293-34016b70c1c8",
"created": "2020-02-29T17.41.:44.939Z2",

"modified": "2020-02-29T17:41:44.9392",

"relationship_type": "attributed-to",

"source_ref": "intrusion-set—-ed69450a-f067-4b51-9ba2-c4616b9a6713",
"target_ref": "threat-actor—-56{3f0db-b5d5-431c-ae56-c18f02caf500"
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"type": "relationship",

"spec_version": "2.0",

"id": "relationship—554e3341-d7b1-4b3c-a522-28ef52fbb49b",
"created": "2020-02-29T17:41:44.939Z2",

"modified": "2020-02-29T17:41:44.9392",

"relationship_type": "targets",

"source_ref": "intrusion-set—ed69450a-f067-4b51-9ba2-c4616b9a6713",
"target_ref": "identity—ddfe7140-2ba4-48e4-b19a-df069432103b"

{
"type": "relationship",
"spec_version": "2.0",
"id": "relationship—06964095-5750-41fe-a9af-6c6a9d995489",
"created": "2020-02-29T17:41:44.940Z",
"modified": "2020-02-29T17:41:44.940Z",
"relationship_type": "uses",
"source_ref": "intrusion-set--ed69450a-f067-4b51-9ba2-c4616b9%9a6713",
"target_ref": "attack-pattern—19da6elc-71ab-4c2{-886d-d620d09d3b5a"
j
{
"type": "relationship",
"spec_version": "2.0",
"id": "relationship—4fe5dabl-fd6d-41aa-b8b1-d3118a708284",
"created": "2020-02-29T17:41:44.940Z",
"modified": "2020-02-29T17:41:44.940Z",
"relationship_type": "uses",
"source_ref": "intrusion-set—ed69450a-f067-4b51-9ba2-c4616b9%9a6713",
"target_ref": "attack-pattern—-f6050ea6-a9a3-4524-93ed-c27858d6ch3c"
P
{
"type": "relationship",
"spec_version": "2.0",
"id": "relationship—d8b7932d-0ecb-4891-b021-c78{f2b63747",
"created": "2020-02-29T17:41:44.940Z",
"modified": "2020-02-29T17:41:44.940Z2",
"relationship_type": "targets",
"source_ref": "campaign—e5268b6e-4931-42f1-b379-87f48eb41ble",
"target_ref": "identity-—-ddfe7140-2ba4-48e4-b19a-df069432103b"
8
{

"type": "relationship",
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"spec_version": "2.0",

"id"; "relationship—96cfbc6f-5c08-4372-b811-b90fbb2ec180",
"created": "2020-02-29T17:41:44.940Z",

"modified": "2020-02-29T17:41:44.940Z2",

"relationship_type": "targets",

"source_ref": "campaign—1d8897a7-fdc2-4e59-afc9-becbe04df727",
"target_ref": "identity--ddfe7140-2ba4-48e4-b19a-df069432103b"

"type": "relationship",

"spec_version": "2.0",

"id"; "relationship—33c¢22977-d104-45d8-bel9-273{7ab03del",
"created": "2020-02-29T17.:41:44.940Z",

"modified": "2020-02-29T17:41.:44.940Z2",

"relationship_type": "uses",

"source_ref": "campaign—-e5268b6e-4931-42f1-b379-87{48eb41ble",
"target_ref": "attack-pattern—19da6elc-71ab-4c2{-886d-d620d09d3b5a"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—8848cba9-4c7b-4695-bc09-5033a6f20ff4",
"created": "2020-02-29T17:41:44.941Z",

"modified": "2020-02-29T17:41:44.941Z2",

"relationship_type": "uses",

"source_ref": "campaign—-1d8897a7-fdc2-4e59-afc9-becbe04df727",
"target_ref"; "attack-pattern—f6050ea6-a9a3-4524-93ed-c27858d6cbh3c"”

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—a97b3ea5-4cal-46a0-a7ad-f10143ce22b2",
"created": "2020-02-29T17:41:44.941Z2",

"modified": "2020-02-29T17:41:44.9412",

"relationship_type": "impersonates",

"source_ref": "threat-actor—-56f3f0db-b5d5-431c-ae56-c18f02caf500",
"target_ref": "identity--ddfe7140-2ba4-48e4-b19a-df069432103b"

"type": "relationship",

"spec_version": "2.0",
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"id": "relationship—4292a6df-fb16-43d1-805d-dc1b33946fdf",
"created": "2020-02-29T17:41:44.941Z2",

"modified": "2020-02-29T17:41:44.941Z2",

"relationship_type": "targets",

"source_ref": "threat-actor—-56f3f0db-b5d5-431c-ae56-c18f02caf500",
"target_ref": "identity—ddfe7140-2ba4-48e4-b19a-df069432103b"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—4bd67b9e-d112-4ea6-98bb-080a051667c7",
"created": "2020-02-29T17:41:44.9412",

"modified": "2020-02-29T17:41:44.9412",

"relationship_type": "attributed-to",

"source_ref": "threat-actor--56{3f0db-b5d5-431c-ae56-c18{02caf500",
"target_ref": "identity—-8c6af861-7b20-41ef-9b59-6344{d872a8{"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship—1f4ee02a-7f6e-45a6-aedd-c1492af5e179",
"created": "2020-02-29T17:41:44.942Z2",

"modified": "2020-02-29T17:41:44.942Z7",

"relationship_type": "targets",

"source_ref": "campaign—1d8897a7-fdc2-4e59-afc9-becbe04df727",
"target_ref": "identity—-ddfe7140-2ba4-48e4-b19a-df069432103b"

"type": "relationship",

"spec_version": "2.0",

"id"; "relationship—ba30893a-400a-43f3-b193-69d65d2a8f40" ,
"created": "2020-02-29T17:41:44.942Z",

"modified": "2020-02-29T17:41:44.942Z2",

"relationship_type": "uses",

"source_ref": "threat-actor--56{3f0db-b5d5-431c-ae56-c18f02caf500",
"target_ref": "attack-pattern—19da6elc-71ab-4c2{-886d-d620d09d3b5a"

"type": "relationship",

"spec_version": "2.0",

"id": "relationship--70880ead-0b19-4785-be52-a69064d4ch6c"” ,
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"created": "2020-02-29T17:41:44.9427",

"modified": "2020-02-29T17:41.:44.942Z2",

"relationship_type": "uses",

"source_ref": "threat-actor—-56f3f0db-b5d5-431c-ae56-c18f02caf500",
"target_ref"; "attack-pattern—-f6050ea6-a9a3-4524-93ed-c27858d6chb3c"
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BNI|
a)

b)

c)

AND file:
d

e)

D

Mt R 1
(ER
FiEX T E RG]

a th 24 RB A GTHF R ], LS By BAR IS B o ry Rk

VUM B SHA-256 22 By S0 .

[ file: hashes,SHA-256" = ‘aec070645fe53ee3b3763059376134{058cc337247c978add178b6ccdfb0019f ]
e P T 00 3 3k O H 1 IR 5 4 R A N 1 R A2t 0 R4 S A 4 DE AL
[email-message:from_ref.value MATCHES ". +\\@example\\.com $* AND email-message:
body_multipart] * ].body raw_ref.name MATCHES ~Final Report. +\\.exe $ ]

VPE B A SHA-256 222 Fll PDF MIME 282 i S

[ file:hashes,SHA-256" = aec070645fe53ee3b37630593761341058¢cc337247¢978add178b6ccdfb0019f
mime_type = ‘application/x-pdf ]

VP HAT SHA-256 2 SM3 % 1 SO LS HAT AR ] SHA-256 2% B H B9 A 7] S0/

[file: hashes.”SHA-256" = *bf07a7{bb825{c0aae7bf4all177b2b31{c{8a3feeal7092761e18c859¢ee52a9¢’
OR file: hashes.SM3 = 66c7{0f462eeedd9d1{2d46bdc10ede24167c4875cf2{2b18¢7a8578d2e7517]
AND [ file: hashes.,SHA-256'="
aec070645fe53ee3b3763059376134f058¢c337247¢978add178b6ccdfb0019f]

FH SM3 Z VL HE — A SO RIS AE 5 min P PEHEC— 55 3 VE IE i v W 3R 15 B 7 21 -
([file: hashes. SM3 = * 66¢7{0f462ceedd9d1{2d46bdcl0ede24167c4875c{2{2b18¢7a8578d2e75
1] FOLLOWEDBY [ windows-registry-key: key = "HKEY LOCAL_ MACHINE\\ foo\\
bar]) WITHIN 300 SECONDS

VB = A [ E R 2 /Y Unix H PP

[user-account:account_type = ‘unix AND user-account;user_id = ‘1007 AND user-account;
account_login = Peter’ ] AND [user-account;account type = ‘unix’ AND user-account; user

_id = 1008 AND user-account:account_login = Paul’] AND [user-account:account_type =

‘unix’ AND user-account:user_id = 1009 AND user-account:account_login = ‘Mary’]

g)

h

i)

k)

D
92

VT E 95 7 Befis B 7 4L 1F PCAP 8 3k -

[artifact: mime _ type = ~ application/vnd. tcpdump. pcap~ AND artifact: payload _ bin
MATCHES \\xd4\\xc3\\xb2\\xa1\\ x02\\ x00\\ x04\\ x00"]

VCBC OIS BT A AF S Windows SUIF#AE -

[file:name = foo.dll' AND file:parent_directory_ref.path = ‘C:\\Windows\\System327]
Windows PE 34 % 55 {8 5 DT i .

[ file: extensions., windows-pebinary-ext’.sections| * ].entropy > 7.0 ]

SCHHAE B T 4 magic number A1 mime &R AN DT L i B4 DT AL .

[file: mime_type = ‘image/bmp AND file: magic_number_hex = hffd8’]

W 0 2% 3 B 5 R E B bR AT LI

[network-traffic:dst ref.type = ’ipv4-addr’ AND network-traffic: dst_ref. value = 203.0.
113.33/327]

o 2 R A A AR B A AT DR -



m)

n)

o)

p)

Q)

r)

s)

t)

u)

v)

w)
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[ network-traffic: dst _ref. type = “domain-name’ AND network-traffic: dst _ref. value = -
example.com’] REPEATS 5 TIMES WITHIN 1 800 SECONDS
VEBC TPvA4 A i 3 45

[ domain-name:value = "“www.5z8.info’ AND domain-name: resolves to_refs[ * ].value =

'198.51.100.1/327]

URL YD .

[url:value = "http://example.com/foo’ OR url;value = "http://example.com/bar’]

X509 kA5 LAY UE AL .

[ x509-certificate:issuer = CN=WEBMAIL AND x509-certificate:serial number = “4c:0b:
1d:19:74:86:a7:66:b4;:1a:bf:40:27:21:76:28]

£ Windows 3 W} 3 I DL .

[windows-registry-key:key = HKEY_ CURRENT_ USER\\Software\\CryptoLocker\\Files
OR windows-registry-key:key = 'HKEY_ CURRENT_ USER\\Software\\Microsoft\\ Cur-
rentVersion\\Run\\CryptoLocker 0388]

TEEA — 4 8 PR S BT .

[ (file:name = ‘pdf.exe” OR file:size = 371712) AND file: created = t2014-01-13T07:03:
177]

7 H, 7~ R 4 v E TE AR S A R 320

[ email-message:sender_ref.value = ‘jdoe @ example.com’” AND email-message: subject = ~
Conference Info’]

1E [ L USB # 4 [ IUHL .

[ x-usb-device:usbdrive.serial number = '575833314133343231313937']

e SE I 8] 6 10 A — 45 19 6 & 17 2508 sh g 4> R JE A7 DL IC
[process:command_line MATCHES ~. + >>-add GlobalSign.cer -c -s -r localMachine Root $ ]
FOLLOWEDBY [ process:command_line MATCHES". +>-add GlobalSign.cer -c -s -r local-
MachineTrustedPublisher $] WITHIN 300 SECONDS

VEHCJm T 7 1 R0 1Y 09 2% 37 5 1P

[ network-traffic:dst_ref.value ISSUBSET 2001:0db8:dead: beef:0000:0000:0000:0000/64 ]
VE T B A I i LA R 21 4

([file:name = foo.dll'] AND [ windows-registry-key:key = HKEY LOCAL_ MACHINE\\foo\\
bar']) OR [process:image ref.name = foopro¢ OR process:image ref.name = procfoo’]
VERCHRE TP Y HF A o 11 7] 3 I o -

[ipv4-addr:value = '192.168.1.1" AND network-traffic: dst_port = 12345 ]
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